Lecture 5

Internet. Lan, and Domains

A. Introduction

1. Problem

Old computer systems consisted of a major main frame attached to many terminals.   Upon the introduction of the pcs the problem of resource sharing such as files, printing, and communication became evident.

2. Solution

Tie together computers so they can share hardware and software  resources.  Connection between a multitude of computers set up as a local area network (Lan – Same network tied together in a small geographical area such as a floor or building), wide area network (Wan – Same network connected together through a large geographical area such as throughout a country or many countries), internetworking  (internet – A multitude of networks connected through communication links together).

3. History

A) Arpanet (Advanced Research Projects Agency) started in 1969 by DOD.  Tied four sites into one network, UCLA, University of California at Santa Barbara, Stanford Research Institute, and the University of Utah.

B) Internet proposed by Vint Cerf and Bob Kahn, members  of Arpanet,   First implementation in October 1977 consisting of the three networks Arpanet, packet radio, and packet satellite.

B. Communication Layers

	Application

	Presentation

	Session

	Transport

	Network

	Data Link

	Physical


1. Physical - It defines the electrical and mechanical specs of the interface and the transmission media so as to transmit and receive the digital bits.

2. Data Link - Ensure the accurate transmission of data from two linked systems.

3. Network - Transmission of data from a device on one network to a device on another network.

4. Transport – Sees to error free transmission of data from end to end devices on different networks.  Segments or puts back together pieces of the message coming from or going to the transmission links.

5. Session – sets up a dialog between the two communicating software

6. Presentation – Allows for the understanding of info between the two package.  Deals with such areas as encoding, encryption, and compression.

7. Application – Allows the user to access the network.
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C. Lan - Ethernet Network (Logical Bus Topology)
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Any system can contend for the line and talk with any other system

Each device talks at the data link level 2.  Each system gets a network interface card called a NIC which is has a physical address (48 bits or 6 bytes) defined in hex as XX-XX-XX-XX-XX-XX burned into it and called the MAC address.  This way any device can send info to another unit on the network by addressing it.  All other units seeing it’s not for them will ignore the info.  Each piece of info sent is called a frame.

Frame

	Preamble
	SFD
	DA
	SA
	Type
	Data
	CRC

	7 bytes
	1 byte
	6 bytes
	6 bytes
	2 bytes
	46-1500 bytes
	4 bytes


SFD is start frame delimiter


DA is destination address


SA is source address


Type indicates type of data in the frame


CRC is cyclic redundancy check used for error checking

MAC address – OUI is the first 3 bytes registered with the IEEE organization.

http://standards.ieee.org/regauth/oui/index.shtml)

MAC address format

http://en.wikipedia.org/wiki/MAC_address
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Can ascertain MAC address of your network and wireless card through use of the following utilities. 

Command window ipconfig /all or

Sys info>components>network>adapter

Destination MAC address of FF- FF- FF – FF – FF – FF is called a broadcast address which will be read by all systems on the network of the device transmitting the frame.

MAC addresses are to be registered and unique.  To secure systems especially in wireless networks the use of MAC filtering is adopted.  

Physical device

Tying together the systems to one network is a piece of equipment called a hub.

Speed

10 base T 10 megabits / sec with a UTP cable and RJ45 connector

fast Ethernet 100 megabits / sec with a UTP cable and RJ45 connector

10 base T UTP 8 pin wiring

	pins
	Strand colors
	name

	1
	white and orange
	TX+

	2
	orange
	TX-

	3
	white and green
	RX+

	4
	NC
	*

	5
	NC
	*

	6
	green
	RX-

	7
	NC
	*

	8
	NC
	*
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100 base T UTP 8 pin wiring

	1
	white and orange
	TX_D1+

	2
	orange
	TX_D1-

	3
	white and green
	RX_D2+

	4
	blue
	BI_D3+ **

	5
	white and blue
	BI_D3- **

	6
	green
	RX_D2-

	7
	white and brown
	BI_D4+ **

	8
	brown
	BI_D4- **
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To the rest of the Internet
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We now need a logical address that transcends the network and allows communication from computer systems on separate networks.   A unique registered decimal address of 4 digits called the IP address is used.   An IP address is assigned to the system’s network  card depending on the connection to the network unlike the MAC address which is independent of location.

Example IP address format 156.34.27.5

Can ascertain IP address with the command window utility, ipconfig /all.

IP or internet address format

	Network ID
	Host ID


Networks are set up as follows

	Class A
	0.

Net ID
	0.0.0

Host ID
	     To
	127.

Net ID
	255.255.255

Host ID


	Class B
	128.0.

Net ID
	0.0

Host ID
	     To
	191.255.

Net ID
	255.255

Host ID


	Class C
	192.0.0.

Net ID
	0

Host ID
	     To
	223.255.255

Net ID
	255

Host ID


Also

Class A first bit is 0

Class B first and second bit are 10

Class C first, second and third bits are 110

The network IP address is defined with a host ID of zeroes

	Specific Addresses
	Net ID
	Host ID
	Source or Destination

	Network Address
	Specific
	All 0s
	None

	Direct broadcast address
	Specific
	All 1s
	Destination



	Limited broadcast address
	All 1s
	All 1s
	Destination

	This host on this network
	All 0s
	All 0s
	Source

	Specific host on this network
	All 0s
	Specific
	Destination

	Loopback address
	127
	Any (usually 0.0.1)
	Destination
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Many times we have networks that have what we call not real IP addressees.  The IP addresses have to be unique or there will be a problem in deciding who is to be delivered to.   Internally in some networks there are a range of IP addresses set aside to be used in this manner.  Externally from the outside world their gateway or router will have a valid unique address.  This is done sometimes because of the limited amount of IP numbers available.

Set aside “private IP addresses”

	Class A
	10.0.0.0
	To
	10.255.255.255

	Class B
	172.16.0.0
	To
	172.31.255.255

	Class C
	192.168.0.0
	To
	192.168.255.255


When a system has to send a frame to another on the network it may know the IP address, but not its physical address (MAC).  It uses a communication protocol called the address resolution protocol (ARP).  It sends out an ARP request with the known IP address that is broadcast to all systems. Only the host with the requested IP address then does an ARP reply with its corresponding MAC address.  This way a routing table is built up which binds the IP address with the MAC address.

Utility to see routing table

In command window arp –a

One such device we always note on the routing table is a gateway which is sometimes used interchangeably with a router.  In realty a gateway allows a connection between unlike networks while arouter is for similar ones only.

E. Software address

With the physical MAC address and the IP address we are able to reach the destination host, but that is not enough.  Each computer has many software programs.  There is a client program which tries to reach the server program.  The destination computer needs to know which program is being addressed.  This brings out the third required address to be used called the port address.  Some port addresses are standard for required functions such as a web server.  To see these one’s go to URL

http://www.iana.org/assignments/port-numbers
To find out info on the port addresses use the following utilities:

Command window

netstat 

	Protocol
	Local Address
	Foreign Address
	State

	TCP
	Computer name or IP address : port address
	Computer name or IP address : port address
	ESTABLISHED,

TIME_WAIT, …..
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State tells the condition of the connection at the specific time.  Usually the condition is such that we make the connection with the server and then there is a closing of the port.  Sometimes a software program on the server and we do have in our own machines internal ones, will wait for connections and will be in a listening state.  This listening state has to have good security since it is a permanent open port condition.  It is like keeping your door open all the time.

To see all ports so that the listening ones are included use utility

Command windows netstat –a

Other options of the netstat utility are

Command window netstat –n provides information in IP terms only rather than computer name

Command window netstat –e provides historical statistics of traffic to the computer

	Parameter
	Received
	Sent

	Unicast packets
	
	

	Non-unicast packets
	
	

	Discards
	
	

	Errors
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